Threat Landscape —
a view from the inside
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Cyber Threats
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What is a threat?

_ ] Capability

A Threat Group's The Threat Group's
aims, target and means to act on
willingness to act their intent
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What is a Cyber Operation?

Intent

=) Execute

Defraud online banking customers
Acquire pharmaceutical test data

Access corporate merger plans

Gain access to an industrial control system
Destroy or hold data to ransom
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Infer Observe
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Threat
Landscape
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The Threat Cloud
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The Threat Cloud - Individuals
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The Threat Cloud - Hacktivists
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The Threat Cloud — Botnhet Herders
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The Threat Cloud — Criminal Groups
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The Threat Cloud — Nation State
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Cyber Attacks -
E-Crime
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Crime Groups

Banks

@ Affiliates
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Bots, bots, bots...

Tofsee Cryptolocker

Cutwail ICEIX NedSym
Lerspeng
Asprox KINS Citadel

Phorpi
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Dridex P2P Structure

fhreat - AIMIN- \oges  Nodes  Nodes

Actor Node

- -

Bot Admm
-

« Structure of Master — Admin — Bot, all with P2P communications
 An Admin node is also a bot but can pass on commands to others
« Makes it difficult to reverse the hierarchy back to the Master node
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Darknet eCommerce

impossible2Possible

The Freenet Project

evolution
Home
Categories
Drugs 20084
Fraud Related 2435

Guides & Tulorials 2702

Services 1187
Counterfeits 1438
Digital Goods 2560

Drug Paraphernalia 420

Electronics 207
Erotica 428
Jewellery 574
Lab Supplies 115
Miscellaneous 195
Weapons 268
Gustom Listings 992

Al »| Searchfor ... m

Welcome

Notice! Make sure to read our Buyer's Guide before ordering.

Greetings

We would like to welcome you to Evelution, a marketplace where established vendors can sell down o the new
quy selling a product for the first time.

Evolution's goal is to combine the old and the new; using what made our predecessors greal, infused with
modern functionality and clean looks. It was designed and developed with simplicity in mind, and yet be as
sacure ag possible.

Feal free 1o join us on the forum if you have any questions, bug reports of requests.

- Evalution Team

News

Jan 14, 2015 — Happy Birthday!

It is the greatest pleasure to announce that today Evolution exists for exactly 1 year! Thanks to all far your
continued support!
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Banking Trojans s
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Cyber Attacks -
Destroy / Ransom
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Crypto Ransomware — Constantly evoloving
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Cryptolocker taken down by Op Tovar
Cryptowall evolving, now in version 3
CTBLocker ——
TeslaCrypt
Virlock
Torrentlocker

Your documents, photos, databases and other important files have been encrypted with
strongest encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your
files'until you pay and obtain the private key:

You only have 72 hours to submit the payment. If you do hot send money within provided
time, all your files will be permanently crypted and'noone will be able to recover them.

Press Wiew" to view the list of files that have been encrypted.

Press Next'to connect to the secret server and follow instructions.

SamSam
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Malware & Tactics Evolve
Virlock

Locks the screen of infected hosts like other ransomware
Encrypts AND Infects files on the device

It hides in the regqistry

Disables critical functions

Polymorphic code

Teslacrypt Now closed down —decryption keys released

First ransomware to specifically target gamers by encrypting
Important game files

SamSam
(One of) new kid(s) in town
Exploits Jboss vulnerabilities —
Sophisticated multi-pass encryption

KeRanger
o Mac OS X Ransomware
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Ransom Attacks

 The "Guardians of Peace” (GOP)
demanded the cancellation of
the planned release of the film
The Interview

* US Government link Sony attack
to North Korea

BB 0

SETH ROGEN JAMES FRANCO |
OIFA2tNI=sSS 2 0IEAI2!
el Wavi| [Ty MDD

THE
U - INTERVIEW-
Warning : > & S N\ ., 5

We've already warned you, and this Is jun?;i”quiﬁt ”

We continue till our request be met.

‘:“i‘v'/ '\\; - | e
We've obtalned all your Internal dq; I_ndu;'u ,' ur'secrets .}‘lop secre
if you don't obey us, we'll release data ‘hg)yn low to the worid.
Determine whil will you do till Nevember the' 24th; 11:00 PM(GMT).
Data Link: ”5? 3 !
https://www.sonypicturesstockfootage.com/SPEData.zip
http://dmiplaewh36.spe.sony.com/SPEData.zip
hitp://www.ntcot.ru/SPEData.zip

http:/ /m.ﬂw.-unpnu.oul/moa_u.dp
http:// moodie.universidadebematech.com.br/SPEData.zip
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Cyber Attacks -
DDoS
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Tracking DDoS

* Visibility on over 655 DDoS botnets since November 2014

— 42 currently active

Dirt Jumper/Di Bot/Drive
ArmageDDon

YZF
Darkness/Optima/Votwup
Pandora

VooV NV VNV

« /72 Unique C2 IP addresses across 35 countries
— United States (226)
— Russia (218) .\

— Germany (60) :
— Ukraine (54) , w
— Netherlands (41)
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Cyber Attacks -
Nation State
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Skeleton Key
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Pipeline

Password
Grabbing

Nokeynoway

Skeleton
w -

Multiple Malware Escalate & Expand Persistent Access

~9 different malware families detected on more than 25 hosts including
servers and laptops

Threat actors had been present for years

Single factor authentication allowed Skeleton Key to be used
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Skeleton Key fAEQ\

Legitimate users can
log in with normal

passwora Attacker can log In

e With the injected hash
on ANY account

.
Frowermeed

el



Breach Without Malware

Dayl
Spearphish
to 21 employees

Day1 Day2-12 Day 14
User entersiredentials Threat a_ﬁ.r:tors _EF':ESS the 83 RAR archives
into fake OWA site network using legitimate means exfiltrated via FTP

and move laterally

A \ \

TG-0416

Dayl
Adversary enters
network via SSLVPN using
compromised credentials
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What to do
about it
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Intelligence
+ Aperture



Threat Intelligence

Threat Intelligence

4 ) ( ) ( )
Perimeter Network Endpoint
Bad domains « |DS Signatures  Endpoint rules
Bad IP address « Sandbox rules  Hashes
« Bad User Agent * Bad activity
. J \ J \ J
\ )
|

Aperture
3 SecureWorks
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5 Pragmatic Security Steps

ia

3. Build a

@ Culture of

Security

2.Increase 4. Train Your
Visibility Users

5 Priority Steps

- 1. Understand . 5. Be Prepared
the Extended tO SeC u I’Ity to Respond to (.’

Enterprise Incidents
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Thank You

Bill Beverley— SecureWorks
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